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Benefits

Advanced IPS technology is based on 12 years of IPS innovation  
and features the following specific features and benefits for  
your customers:

Proven protection against more than 30,000 threats••
Tight integration with host-based IPS (Cisco Security Agent) for  ••
end-to-end protection
Tight integration with Cisco Wireless Controller for secure ••
wireless deployments
Simplified management with Cisco IPS Manager Express for ••
smaller organisations
Enterprise-class policy management with Cisco Security Manager ••
and Cisco Security Monitoring, Analysis and Response System 
(Cisco Security MARS)
Protects against more than just virus outbreaks, such as attacks ••
targeted against a company’s information
Helps prevent against severe loss due to disruptions, theft, or ••
defacement caused by compromised servers
Stops worm and virus outbreaks at the network level, before they ••
reach the desktop.

Solutions

Flexible deployment options include:

Cisco IPS 4200 Series Sensors as standalone IPS appliances••
Integrated Cisco ASA 5500 Series Advanced Inspection and ••
Prevention Security Services Modules (AIP SSM10, AIP SSM20, 
and AIP SSM40) provide intrusion prevention, firewall and VPN in 
a single, easy-to-deploy platform
Cisco AIM-IPS, NME-IPS, or Cisco IPS Sensor Software for ••
integrated services routers 
Cisco Catalyst 6500 Series Intrusion Detection System  ••
(IDSM-2) Modules 
Cisco Adaptive Wireless IPS protects the wireless signal from ••
being hijacked by an intruder while Cisco’s network IPS prevents 
authenticated users (with a legitimate user name and password) 
from performing malicious or unauthorised activity, such as 
stealing confidential data. 
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Cisco ASA 5500 Series Firewall Edition Bundles

ASA5505-50-AIP5-K9 ASA 5505 50-user, AIP SSC-5, SW, 3DES/AES

ASA5505-U-AIP5P-K9 ASA 5505 unlimited user, AIP-SSC-5, SW, Sec 
Plus, 3DES/AES

ASA5510-AIP10-K9 ASA 5510 Appliance with AIP-SSM-10, SW, 
5FE, 3DES/AES

ASA5510-AIP10SP-K9 ASA 5510 with AIP-SSM-10, 2GE+3FE, SW, 
HA,3DES/AES, SEC PLUS

ASA5510-AIP20SP-K9 ASA 5510 with AIP-SSM-20, 2GE+3FE, SW, 
HA,3DES/AES, SEC PLUS

ASA5520-AIP10-K9 ASA 5520 Appliance w/ AIP-SSM-10, SW, HA, 
4GE+1FE, 3DES/AES

ASA5520-AIP20-K9 ASA 5520 Appliance w/ AIP-SSM-20, SW, HA, 
4GE+1FE, 3DES/AES

ASA5540-AIP20-K9 ASA 5540 Appliance w/ AIP-SSM-20, SW, HA, 
4GE+1FE, 3DES/AES

ASA5520-AIP40-K9 ASA 5520 Appliance w/ AIP-SSM-40, SW, HA, 
4GE+1FE, 3DES/AES

ASA5540-AIP40-K9 ASA 5540 Appliance w/ AIP-SSM-40, SW, HA, 
4GE+1FE, 3DES/AES

Please refer to:

www.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ 
ps5713/ps4077/data_sheet_c78-459036_ps4077_Products_Data_
Sheet.html

www.cisco.com/en/US/solutions/collateral/ns340/ns394/ns171/
ns441/lippis-cloud-based.pdf

www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/
ps6120/at_a_glance_c45-530437.pdf
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Cisco Router Security (ISR)

Overview

It is crucial to secure an organisation’s critical network infrastructure, 
including Cisco routers – and Cisco Router Security (ISR) adds 
important security features that result in an excellent return on 
investment (ROI). Cisco Router Security provides the following 
capabilities to your customers’ branch routers: 

Site-to-site VPN••
IPsec and SSL remote-access••
VPN••
Common Criteria/EAL4-certified stateful firewall••
Content filtering••
Inline intrusion prevention••
Network Admission Control (NAC)••
Security management.••

Benefits

Maximises ROI by greatly increasing router value:

Enables wireless LAN and unified communications services such ••
as voice and video
Offers a secure, cost-effective, easy-to-manage, and scalable ••
solution for site-to-site business communications
Enables compliance with US federal and state data and network ••
privacy laws (eg, Payment Card Industry [PCI] requirements)
Simplifies management burden by converging security and other ••
services in a single network device.

Like any good business continuity design, Cisco Router 
Security includes encrypted dual WAN links, remote network 
access during disasters, and stateful failover of critical 
services. In addition, Cisco Router Security can enable other 
network services such as secure unified communications 
(voice and video) and secure wireless LAN.
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The following figure shows how the Cisco Router Security  
fits in the network: 

Selected Part Numbers and Ordering Information 

Cisco 1800, 2800, 3800, 7200 Series and 7301 router platforms. 
ASR 1000 (Supports full feature set) Cisco 800, Series router 
platform includes all firewall features with the exception of 
authentication proxy. For a list of part codes please go to  
www.cisco.com/go/routersecurity
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Content Security (CSC Module)

Content Security on the Cisco ASA 5500 Series

Overview

The Cisco ASA 5500 Series Adaptive Security Appliance with the 
Content Security and Control Security Services Module (CSC-SSM) 
is an all-in-one threat defense appliance that takes advantage of 
Cisco’s leadership in firewall and VPN technology and Trend Micro’s 
expertise in anti-malware and gateway content security. 

Together, they allow network and security administrators to 
accurately identify, classify and stop malicious traffic, including 
worms, spyware/adware, network viruses, and application abuse, 
before they affect business continuity.

Filtering content at the gateway provides a consistent 
layer of content protection for company-owned and guest 
computers, regardless of the type or status of antivirus 
protection on those computers. The CSC-SSM provides a 
comprehensive set of content security services, including 
antispam, URL filtering and blocking, antiphishing and 
antispyware, in addition to antivirus services.
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Benefits

The CSC-SSM solution is low-maintenance – updates and filtering 
are carried out automatically, once setup is complete. It protects 
desktops, servers, and email, blocking 90% of spam and 100% of 
traffic to and from disreputable sites. As a result, unwanted content 
does not clutter the network or system, and bandwidth is not 
wasted on unnecessary data. Other benefits include:

All-in-one appliance ••
Minimises day-to-day management ••
Better operational efficiency than separate solutions••
Provides Firewall and VPN security••
URL and email filtering••
Protection from viruses, spam, spyware and phishing••
Fully configurable spam filters.••

Cisco ASA 5500 Series Content Security Edition Bundles

ASA5510-CSC10-K9 ASA 5510 Appl w/ CSC10, SW, 50 Usr AV/Spy, 
1 YR Subscript

ASA5510-CSC20-K9 ASA 5510 Appl w/ CSC20, SW, 500 Usr AV/Spy, 
1 YR Subscript

ASA5520-CSC10-K9 ASA 5520 Appl w/ CSC10, SW, 50 Usr AV/Spy, 
1 YR Subscript

ASA5520-CSC20-K9 ASA 5520 Appl w/ CSC20, SW, 500 Usr AV/Spy, 
1 YR Subscript

04



27 	 Cisco Security Solutions from Comstor

Virtual Private Networks (VPN)

Site-to-Site VPNs

Overview

VPNs enable the deployment of fast, reliable and secure connectivity 
for remote offices, business partner locations, and other branch 
sites. The data, voice and video communications between these 
locations are kept confidential across untrusted networks. Cisco 
offers a variety of VPN solutions that provide cost-effective and 
highly manageable secure connectivity. They all provide integrated, 
threat-protected VPN features that guard against malware and 
hackers, without the cost and complexity of deploying additional 
security equipment.

Cisco offers multiple VPN technologies, including IPsec VPN, 
Dynamic Multipoint VPN (DMVPN), and Group Encrypted Transport 
VPN (GET VPN), integrated on a single platform, reducing equipment 
cost and management complexity. 

Solutions

Cisco VPN solutions include:
Cisco routers: Cisco’s most advanced site-to-site VPN solution plus 
integrated remote-access, firewall, intrusion prevention system (IPS) 
and content security services.

Cisco ASA 5500 Series: Cisco’s most advanced remote access VPN 
solution, delivering integrated site-to-site VPN, remote-access VPN, 
firewall, IPS and content security services.

Cisco Catalyst 6500 Series: Cisco’s most scalable VPN platform plus 
integrated firewall and IPS services.
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Benefits

Securely connect office locations utilising the Internet to decrease 
costs and increase flexibility:

Support for multiple VPN technologies from a single platform ••
reduces cost and complexity
Enables VPN services customised to the deployment environment••
Delivery of any application, including voice and video, to any ••
location with a high level of integrity
Defend network threats without the need for additional  ••
security equipment.

Cisco ASA 5500 Series VPN Edition Bundles

ASA5505-SSL10-K9 ASA 5505 VPN Edition w/ 10 SSL Users, 50 FW 
Users, 3DES/AES

ASA5505-SSL25-K9 ASA 5505 VPN Edition w/ 25 SSL Users, 50 FW 
Users, 3DES/AES

ASA5510-SSL50-K9 ASA 5510 VPN Edition w/ 50 SSL User License, 
3DES/AES

ASA5510-SSL100-K9 ASA 5510 VPN Edition w/ 100 SSL User License, 
3DES/AES

ASA5510-SSL250-K9 ASA 5510 VPN Edition w/ 250 SSL User License, 
3DES/AES

ASA5520-SSL500-K9 ASA 5520 VPN Edition w/ 500 SSL User License, 
HA, 3DES/AES

ASA5540-SSL1000-K9 ASA 5540 VPN Edition w/ 1000 SSL User 
License, HA, 3DES/AES

ASA5540-SSL2500-K9 ASA 5540 VPN Edition w/ 2500 SSL User 
License, HA, 3DES/AES

ASA5550-SSL2500-K9 ASA 5550 VPN Edition w/ 2500 SSL User 
License, HA, 3DES/AES

ASA5550-SSL5000-K9 ASA 5550 VPN Edition w/ 5000 SSL User 
License, HA, 3DES/AES

ASA5580-20-10K-K9 ASA 5580-20 VPN Edition w/10K SSL, Dual 
AC,HA,3DES/AES
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Remote-Access VPNs

Overview

Cisco VPN solutions provide integrated threat protection that guards 
against malware and hackers without the cost and complexity 
of deploying additional security equipment. Remote-access VPNs 
enable fast, reliable, and secure connectivity to the corporate 
network from practically anywhere, anytime, with any device – 
including PDAs, smartphones, public kiosks, personal laptops and 
shared computers. They allow secure remote access to the network 
based on user roles, whether they are remote workers, employees, 
contractors or business partners. 

Solutions

Cisco offers a variety of VPN solutions, including IP Security (IPsec) 
and Secure Sockets Layer (SSL) VPN, that provide cost-effective and 
highly manageable remote connectivity. Cisco VPN technologies are 
integrated on a single platform, which reduces equipment cost and 
management complexity. Collectively, these solutions represent the 
most comprehensive and scalable VPN portfolio in the industry  
and include:

Cisco ASA 5500 Series: Cisco’s most advanced remote access 
VPN solution, which delivers concurrent user scalability from 10 to 
10,000 sessions, plus integrated site-to-site VPN, firewall, intrusion 
prevention system (IPS), and content security services.

Cisco routers: Cisco’s most advanced site-to-site VPN solution plus 
integrated remote-access, firewall, and IPS services.

Cisco Catalyst 6500 Series: Cisco’s most scalable VPN platform 
plus integrated firewall and IPS services.

Benefits

Reduce cost, complexity, and management overheads:

Enable VPN services customised for the deployment environment••
Remote-access VPNs support IPsec and clientless SSL VPN••
VPNs deliver any application, including voice and video, to any ••
location with a high level of integrity
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Defend against viruses, spyware and hackers traversing the  ••
VPN connection
No need for additional security equipment••
Simplified administration through remote-access connectivity ••
through any Internet-enabled location with a standard  
web browser.

Cisco ASA 5500 Series VPN Edition Bundles

ASA5505-SSL10-K9 ASA 5505 VPN Edition w/ 10 SSL Users, 50 FW 
Users, 3DES/AES

ASA5505-SSL25-K9 ASA 5505 VPN Edition w/ 25 SSL Users, 50 FW 
Users, 3DES/AES

ASA5510-SSL50-K9 ASA 5510 VPN Edition w/ 50 SSL User License, 
3DES/AES

ASA5510-SSL100-K9 ASA 5510 VPN Edition w/ 100 SSL User License, 
3DES/AES

ASA5510-SSL250-K9 ASA 5510 VPN Edition w/ 250 SSL User License, 
3DES/AES

ASA5520-SSL500-K9 ASA 5520 VPN Edition w/ 500 SSL User License, 
HA, 3DES/AES

ASA5540-SSL1000-K9 ASA 5540 VPN Edition w/ 1000 SSL User 
License, HA, 3DES/AES

ASA5540-SSL2500-K9 ASA 5540 VPN Edition w/ 2500 SSL User 
License, HA, 3DES/AES

ASA5550-SSL2500-K9 ASA 5550 VPN Edition w/ 2500 SSL User 
License, HA, 3DES/AES

ASA5550-SSL5000-K9 ASA 5550 VPN Edition w/ 5000 SSL User 
License, HA, 3DES/AES

ASA5580-20-10K-K9 ASA 5580-20 VPN Edition w/10K SSL, Dual 
AC,HA,3DES/AES
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Cisco Spam and Virus Blocker

Overview
The Cisco Spam and Virus Blocker includes everything you need to 
stop email threats immediately (hardware, software, updates, and 
product support), in a single package. This allows highly-skilled IT 
staff to focus on other responsibilities and leave the email  
issues to Cisco.

It can be deployed in minutes, just behind a network firewall. Once 
installed, the solution uses award-winning filtering technology to 
process all email traffic coming into your client’s business, and it 
identifies even the latest spam and malware attacks.

The Cisco Spam and Virus Blocker stays in constant communication 
with SenderBase services, a database of email security threats. 
SenderBase is also monitored by a dedicated team of security 
analysts, ensuring that your Cisco Spam and Virus Blocker has the 
latest updates in place to protect your clients’ business email.

Benefits

Protect against dangerous email threats••
Improve the productivity of employees by eliminating spam••
Reduce the time spent managing spam and email security threats••
Increase the performance of the network, servers, and personal ••
computers by getting rid of unwanted email
Reduce liability for a spam or virus attack that is unintentionally ••
propagated through the network
A complete solution for complete peace of mind.••

Only clean, valid email messages are passed on to employees.
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Cisco Spam and Virus Blocker Bundles

BLKR-SVB-250U-3Y Cisco Spam and Virus Blocker  
- 250 User - 3 year

BLKR-SVB-50U-1Y Cisco Spam and Virus Blocker  
- 50 User - 1 year

BLKR-SVB-50U-3Y Cisco Spam and Virus Blocker  
- 50 User - 3 year

BLKR-SVB-100U-1Y Cisco Spam and Virus Blocker  
- 100 User - 1 year

BLKR-SVB-100U-3Y Cisco Spam and Virus Blocker  
- 100 User - 3 year

BLKR-SVB-250U-1Y Cisco Spam and Virus Blocker  
- 250 User - 1 year
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Cisco IronPort Web Security (Content Security) 

Cisco Web Security Gateway Appliances 

Overview

The number of security threats 
introduced by web traffic has reached 
epidemic proportions. Traditional 
gateway defenses are proving to be 
inadequate against a variety of web-
based malware, leaving corporate 
networks dangerously exposed. 
According to industry estimates, 
approximately 75% of corporate PCs are 
infected with spyware, yet less than 10% 
of corporations have deployed perimeter 
malware defenses.

The Cisco IronPort® S-Series Web Security Gateway Appliance is the 
industry’s first and only appliance to combine traditional URL filtering, 
reputation filtering and malware filtering on a single platform. 

By stopping malware threats at the network perimeter with the 
Cisco IronPort S-Series, organisations can significantly reduce 
administrative costs, prevent attacker “phone home” activity on 
networks, reduce support calls, enhance worker productivity and 
eliminate the business exposure that accompanies these threats. 

The industry’s first web reputation filters provide a powerful 
outer layer of defense. Cisco IronPort Web Reputation Filters use 
SenderBase technology to analyse more than 50 different web 
traffic and network-related parameters, to accurately evaluate a 
URL’s trustworthiness. 

The S-Series 
provides multiple 

layers of defense on 
a single appliance, 
while maintaining 

carrier-class 
performance.
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Benefits

Guard against security, resource and compliance risks••
Significantly reduce administrative costs••
Reduce support calls••
Enhance worker productivity••
Eliminate business exposure••
Generate awareness and increase education to help mitigate ••
security risk
Single platform that contains a complete, in-depth defense••
Easy setup and management minimises administrative overhead••
Automated updates, and comprehensive monitoring and alerting••
Real-time and historical security information.••

Selected Part Numbers and Ordering Information 

What vertical is the end user, corporate, education, government? ••
Do they want ••
A	 = URL Filtering? ••
AB	 = URL Filtering, Web Reputation? ••
ABC	= URL Filtering, Web Reputation, Anti-Malware?••
How many years do they want this over, one or three? ••
How many users is this for (Exact numbers required)?••

This is a license/service/solution build, please 
speak to your Comstor account manager with 
the following for quotes: Does the end user 
want Web Security? If so:

05
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Cisco IronPort Email Security

Overview

Cisco provides the world’s most powerful multi-layered approach ••
to email security. The Cisco® IronPort® C-Series provides world-
class spam protection, data loss prevention, preventative virus 
outbreak filters and signature-based reactive filters, combined 
with content filtering and best-of-breed encryption technology, 
to deliver the highest level of email security available today. 
Today’s email-borne threats consist of virus attacks, spam, false ••
positives, Distributed Denial-of-Service (DDoS) attacks, spyware, 
phishing (fraud), regulatory compliance violations and data loss. 
The unparalleled performance of the Cisco IronPort email security 
appliance delivers industry-leading protection from inbound 
spam, virus attacks and outbound data loss possibilities, in an 
easy-to-use appliance. 

Benefits

Quickly and accurately protect customers from spam outbreaks ••
Combines SenderBase Reputation Filters with content-level ••
analysis and Cisco IronPort Anti-Spam, to protect customers with 
an industry best: removing 99% of spam with near-zero  
false positives 
Enables a significant reduction in TCO by consolidating  ••
email operations and security into a single platform. The 
unparalleled performance of the C-Series delivers dial-tone 
availability – saving hours of productivity and thousands of  
dollars during peak traffic times
Provides system administrators with the necessary information to ••
make critical security decisions and demonstrate ROI.
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Selected Part Numbers and Ordering Information

Does the end user want Email Security? If so:
What vertical is the end user, corporate, education, government? ••

Do they want 

S 	 = Anti Spam Only? ••
SQ	 = Anti Spam, Anti Virus? ••
SQR	 = Anti Spam, Anti Virus, Virus Outbreak Filter? ••
SQRT	 = Anti Spam, Anti Virus, Virus Outbreak Filter, Encryption?••
How many years do they want this over? One or three?••
How many users is this for? (Exact numbers required)••

This is a license/service/solution build, please speak to your 
Comstor account manager about the following for quotes:

Mid-Tier Product Guide
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Cisco Security Agent (End-Point Security)

Overview

Cisco•• ® Security Agent is the first endpoint security solution that 
combines zero-update attack protection, data loss prevention and 
signature-based antivirus in a single agent. This unique blend of 
capabilities defends servers and desktops against sophisticated 
zero-day attacks, and enforces acceptable-use and compliance 
policies within a simple management infrastructure. 
Your clients will save on their security budget with better security. ••
Cisco Security Agent 6.0 includes antivirus at no additional cost 
and no charge for renewals.
Data loss prevention is integrated with Cisco Security Agent. ••
endpoint security: A single agent and single management console 
protects both the integrity of the endpoint and confidential data. 
Cisco Security Agent provides certified PCI protection. ••
Cisco Security Agent is the industry leader in defending endpoints  ••
against targeted attacks, malicious mobile code, rootkits, worms, 
and zero-day attacks.

Benefits

Zero-update protection reduces emergency patching in response ••
to vulnerability announcements, minimising patch-related 
downtime and IT expenses. 
Visibility and control of sensitive data protects against loss from ••
both user actions and targeted malware.
Predefined compliance and acceptable use policies allow for ••
efficient management, reporting, and auditing of activities.
“Always-vigilant” security means that your client’s system is ••
always protected, even when users are not connected to the 
corporate network or lack the latest patches.

Mid-Tier Product Guide
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The following figure shows how Cisco Security Agent fits in  
a network:

Cisco Security Agent

CSA-PROFILER-K9 Cisco Security Agent Profiler

CSA-SRVR-K9= Cisco Security Agent [1 Server Agent Bundle]

CSA-STARTER-K9= CSA Starter Bundle

CSA-B10-SRVR-K9 Cisco Security Agent [10 Server Agent Bundle]

CSA-B25-SRVR-K9 Cisco Security Agent [25 Server Agent Bundle]

CSA-B50-SRVR-K9 Cisco Security Agent [50 Server Agent Bundle]

CSA-B100-SRVR-K9 Cisco Security Agent [100 Server Agent Bundle]

CSA-B25-DTOP-K9 Cisco Security Agent [25 Desktop Agent Bundle]

CSA-B100-DTOP-K9 Cisco Security Agent [100 Desktop Agent Bundle]

CSA-B250-DTOP-K9 Cisco Security Agent [250 Desktop Agent Bundle]

CSA-B500-DTOP-K9 Cisco Security Agent [500 Desktop Agent Bundle]

CSA-B1000-DTOP-K9 Cisco Security Agent  
[1,000 Desktop Agent Bundle]
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Cisco Application Control Engine (ACE)  
Web Application Firewall and Load Balancing

Overview

The Cisco Application Control Engine (ACE) Web Application 
Firewall is especially designed to help secure organisations that 
store, process and transmit credit card data to comply with the 
current Payment Card Industry (PCI) Data Security Standard (DSS) 
requirements. It combines deep web application analysis with 
high-performance Extensible Markup Language (XML) inspection 
and management, to address the full range of threats to web 
applications, including identity theft, data theft, information 
leakage, application disruption, fraud and targeted attacks. Because 
of its unique blend of HTML and XML security, the Cisco ACE Web 
Application Firewall provides a full compliance solution for PCI DSS 
sections 6.5 and 6.6, which mandate the implementation of a web 
application firewall.

Benefits

PCI DSS regulation compliance••
Out-of-the-box customisable PCI policies and securing, auditing ••
and reporting on web application activity
Full-proxy security for both traditional HTML-based web ••
applications and modern XML-enabled web services applications
Authentication and authorisation enforcement to block ••
unauthorised access
Best-in-industry scalability throughput for managing XML ••
application traffic in the largest of Data Centres
Positive and negative security enforcement to keep bad traffic ••
patterns out and identify and allow only good traffic through
Enterprise-wide, user-friendly management accessible anywhere ••
on the network, through the web GUI.

AT Product Guide (Advanced Technology)
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The following figure shows how a Cisco ACE Web Application 
Firewall fits in a network: 

Application Control Engine (ACE) XML Gateway

ACE-XML-K9 ACE XML Gateway

ACE-XML-NF-K9 ACE XML Gateway Non FIPS

ACE-XML-NONFIPS ACE XML Gateway Non FIPS Hardware Option

ACE-XML-SW-5.0 ACE XML Gateway Software

ACE-XML-SW-6.0 V6.0 software with AXG and WAF. Use Flex Lic 
for G/W and MGR

ACE-WAF-GAT-LICFX= ACE Web App Firewall FlexLM License

ACE-WAF-MGT-LICFX= ACE WAF Manager FlexLM License
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Cisco Network Admission Control (NAC)

Overview 

Cisco NAC protects sensitive data 
and prevents unauthorised access, 
by confirming a user’s identity before 
access to the network is granted, 
and allows noncompliant devices 
to be quarantined and brought into 
compliance. As a result, it minimises 
the risks associated with noncompliant 
devices, regardless of system type, 
ownership, or access methods, resulting 
in a more resilient and secure network.

The optional Cisco NAC Profiler automates discovery and inventory 
of all LAN-attached endpoints, including non-PC devices, such as 
IP phones and printers. It simplifies NAC deployment by using the 
device information to apply appropriate Cisco NAC policies. In 
addition, the optional Cisco NAC Guest Server supports the entire 
guest access lifecycle, i.e. provisioning, notification, management 
and reporting.

Cisco Network 
Admission Control 

(NAC) enables a 
network to enforce 
security policies on 
all devices seeking 

to access that 
network. 
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Benefits

Enforces security policy compliance at the network level ••
Proactively protects against infrastructure disruptions  ••
(such as viruses and worms) 
Controls and reduces large-scale infrastructure disruptions••
Reduces operating expenses and maintains higher  ••
employee productivity
Prevents unauthorised access ••
Controls network access based on user and device credentials, to ••
maintain security and protect confidential information 
Provides effective controls for guest access and  ••
partner connections 
Provides complete services (user authentication, device posture ••
validation, policy enforcement, remediation, device profiling and 
secure guest) to meet customer business needs 
Profiling service reduces IT burden by automating device discovery  ••
and inventory 
Guest service provides secure guest access and guest satisfaction ••
Supports all use cases, including campus, branch offices, wireless  ••
and VPN
Secures both company-owned and non-company-owned devices ••
Can be deployed for Layer two or Layer three, in-band or  ••
out-of-band
Reduces IT security risks and addresses compliance requirements.••

Selected Part Numbers and  
Ordering Information 
NAC3310, NAC3350 – Server, Manager and 
Profile required. For a full list of part codes, 
please go to www.cisco.com/go/NAC 
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Switch Security

Cisco Catalyst 6500 Series Security Services Modules 

Overview

Cisco delivers integrated network security with a suite of advanced 
security modules for Cisco Catalyst 6500 Series Switches, including 
firewall, intrusion prevention system (IPS), IP Security (IPsec) VPN, 
Secure Sockets Layer (SSL) acceleration, Distributed Denial-of-Service 
(DDoS) and content switching modules. These security modules 
enable integrated, highly available, adaptive and scalable security for 
network connectivity, services and applications.

Benefits

Ability to increase security while using existing Cisco Catalyst ••
6500 Series investment
Tightly integrated infrastructure security solutions••
Highest-performance security solutions, offering multi-gigabit ••
performance in a single Cisco Catalyst 6500 Series Switch
Application-level visibility into the infrastructure••
Critical platform for collaboration of emerging technologies (such ••
as application networking.
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Catalyst 6500 Service Modules - Top Sellers

WS-SVC-FWM-1-K9 Firewall blade for 6500 and 7600, VFW License 
Separate

WS-SVC-FWM-1-K9= Firewall blade for 6500 and 7600, VFW License 
Separate (Spare)

WS-C6503-E-FWM-K9 Cisco Catalyst 6503E Firewall Security System

WS-C6506-E-FWM-K9 Cisco Catalyst 6506E Firewall Security System

WS-C6509-E-FWM-K9 Cisco Catalyst 6509E Firewall Security System

WS-C6513-FWM-K9 Cisco Catalyst 6513 Firewall Security System

WS-6506-EXL-FWM-K9 C6506 FW Sys,C6509, FWSM,  
SUP720-3BXL, FAN

WS-6509-EXL-FWM-K9 C6509 FW Sys,C6509, FWSM,  
SUP720-3BXL, FAN

WS-6509EXL-
2FWM-K9

Cisco Catalyst 6509E 3BXL Security System 
with two FWSMs

WS-6513XL-2FWM-K9 Cisco Catalyst 6513 3BXL Security System with 
two FWSMs

WS-C6513-XL-FWM-K9 C6513 FW Sys,C6513, FWSM,  
SUP720-3BXL, FAN
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Cisco Security Monitoring, Analysis,  
and Response System (MARS)

Overview

The Cisco Security Monitoring, Analysis and Response System (Cisco 
Security MARS) is a family of high-performance, scalable appliances 
for threat management, monitoring and mitigation. Cisco Security 
MARS helps customers achieve greater security and make more 
effective use of network and security devices. 

Benefits

Collects, analyses, and correlates data from a diverse set of  ••
Cisco devices
Shows a graphical attack path using topology awareness••
Suggests mitigation for rapid threat containment••
Links with Cisco Security Manager for policy provisioning and  ••
event lookup
Optimised for Cisco ASA and Cisco IPS troubleshooting••
Delivers high performance: A single Cisco Security MARS ••
appliance can handle up to 15,000 events per second.

They combine traditional security event monitoring 
with network intelligence, to deliver precise mitigation 
intelligence for real-time response to attacks, intrusions and 
other network threats.

AT Product Guide (Advanced Technology) 06
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The following figure shows how Cisco Security  
MARS fits in a network: 

Cisco Security Monitoring, Analysis and Response System (MARS)

CS-MARS-25-K9 CSMARS 25 Appliance

CS-MARS-25R-K9 CSMARS 25R 1RU Appliance; 75 EPS; 250 GB

CS-MARS-55-K9 CSMARS 55 1RU Appliance; 1500EPS; 500GB, 
RAID 1, Redundant

CS-MARS-110R-K9 CSMARS 110R 2RU Appliance; 4500EPS; 
1500GB, RAID 10, Redundant

CS-MARS-110-K9 CSMARS 110 2RU Appliance; 7500EPS; 
1500GB, RAID 10, Redundant

Branch Office
Mobile Worker

Main Office

Secure 
Wireless

IP

Data Centre
Application
Servers
Cisco Unified
Cell Manager

Cisco Unity
System 

Cisco 
Security 
MARS

Private
WAN

Internet
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Cisco Security Manager 

Overview

Cisco Security Manager provides centralised security administration, 
faster deployment and increased configuration accuracy. It is a 
powerful, but easy-to-use, solution that centrally provisions all 
aspects of device configuration and security policies for Cisco 
firewalls, VPNs, and intrusion prevention systems (IPSs). The solution 
is effective for managing small networks consisting of fewer than 10 
devices, but also scales to efficiently manage large-scale networks 
composed of thousands of devices.

Benefits

A single integrated application for managing firewall, VPN and ••
IPS security services on Cisco security appliances and modules, 
routers and switches
Reduces operational expenses••
Collaborates with Cisco Security MARS to form a comprehensive ••
security management solution that encompasses security 
provisioning, event monitoring, threat detection and mitigation
Improves provisioning accuracy and consistency••
Allows faster response to threats••
Supports provisioning for Cisco router, switch, and  ••
security platforms
Provides superior ease of use with a rich graphical  ••
user interface.

Overall, it supports true enterprise-class operational environments 
with support for multiple simultaneous security administrators, with 
fine-grained control of access permissions; an optional “workflow” 
mode allows the security and network operations staff to work 
together effectively, with the appropriate division of responsibilities.

AT Product Guide (Advanced Technology) 06
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Services Overview
Cisco offers a wide spectrum of support services designed to meet 
your customers’ business needs, and assist to effectively manage 
the network services needed for high-quality network performance. 
At the same time, they help to control operational costs and ensure 
that Cisco products and networks also benefit from the most up-to-
date system and application software available.

SMARTnet Overview

Cisco SMARTnet Service is an award-winning technical support 
service that gives anytime access to Technical Assistance Centre 
(TAC) engineers and Cisco.com resources. With it, your clients’ 
receive the fast, expert response and the dedicated accountability 
they require to resolve critical network issues. 

SMARTnet facilitates rapid problem resolution, 24-hour business 
continuity and improved operational efficiency through a 
combination of expert technical assistance, online tools, and  
flexible device coverage options. It provides the following  
device-level support:

Global access 24 hours a day, 365 days a year to specialised ••
engineers in the Cisco TAC
Anytime access to the extensive Cisco.com online knowledge ••
base, resources and tools
Next-business-day advance hardware replacement  ••
(premium service level options for two-hour and four-hour  
replacement also available)
Ongoing operating system software updates, including both ••
minor and major releases within the licensed feature set.

Cisco SMARTnet Onsite Service is an option that, in addition to the 
above, provides a field engineer to install replacement parts at your 
customer’s site.

Cisco SMARTnet Service is an award-winning technical 
support service that gives anytime access to Technical 
Assistance Centre (TAC) engineers and Cisco.com resources.

SMARTnet and SAFE Overview 07
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01 SMARTnet and SAFE Overview
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01SMARTnet and SAFE Overview

The Cisco Services portfolio also includes two services 
to support application software:

Cisco Software Application Support (SAS): provides minor updates 
and technical support services for over 100 Cisco applications. Eg for 
product SKU CSACS-4.2 WIN-K9

Software Application Support plus Upgrades (SAU): provides the 
same benefits as SAS plus major upgrades. Eg for CSA-SRVR-K9.

07
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Services for IPS

Overview

To be effective, network security needs to be kept constantly up-
to-date in order to deal with the latest threats. Delivering timely 
information, signature-file updates and comprehensive support, 
Cisco Services for IPS keeps your customer’s Cisco IPS solution 
current for the latest threats, so that malicious or business crippling 
traffic is accurately identified, classified and stopped in real time.

Deliverables

The Cisco Services for IPS combines Cisco SMARTnet deliverables 
with signature-file updates and availability notifications, to provide 
comprehensive ongoing support and product enhancements for IPS 
solutions during their operational lifetime. 

Cisco Services for IPS includes: 

Notification of availability of updated signature files••
Access to the signature-file library and new signature files ••
Support for licensed operating system software for each ••
registered Cisco IPS solution
Software updates include maintenance, minor and  ••
major releases 
Example product SKUs: ASA5510-AIP10-K9 and IPS-4240-K9.••

 

Please note: 
signature-file updates 
cannot be obtained 
without a Cisco Services 
for IPS contract. Each  
IPS solution must be 
under contract.
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SMARTnet and SAFE Overview

Smart Care

Overview

This service provides you with many of the tools you need to provide 
customers with ongoing remote monitoring, proactive network 
maintenance and comprehensive technical support for their entire 
voice and data network – as well as add-on services designed and 
delivered by you – under a single service contract. 

Deliverables

Cisco Smart Care Service includes: 

Dashboard visibility into network performance to remotely ••
monitor performance and correct potential problems
Proactive notifications to simplify the updating of  ••
Cisco devices
Assessment and repair services to identify potential  ••
network issues
Assessment and preparation services simplify the addition of new ••
technologies and applications
Next-business-day (NBD) advance hardware replacement to the ••
end user
Partner access to the Cisco TAC for escalations ••
Software updates and maintenance releases for qualified  ••
Cisco applications

Cisco IOS Software support, including maintenance releases ••
and patches, minor releases and major releases
Access to Cisco.com and the Cisco Smart Care Service portal  ••
and tools
Single, network-level service contract covering all qualified ••
Cisco devices in the customer’s network. 

Additionally, the Assess and Repair service encompasses a 
thorough evaluation of every Cisco router, switch and other 
device in a network, to ensure that all device ports and 
routing protocols are configured optimally, according to Cisco 
best practices. 

07
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07 SMARTnet and SAFE Overview

Security assessments examine the configuration of the network in 
multiple areas, including: 

Password encryption and management to prevent unauthorised ••
access to network devices
Flood management to ensure Distributed Denial of Service (DDoS) ••
attacks cannot overrun network devices and paralyse the network
Access control to ensure that unauthorised users cannot gain ••
control of the network devices
Security of remote network management services operating over ••
the Internet or other untrusted networks
Logging of network and security events••
Secure IP routing.••

If a security assessment reveals that the network is not configured 
optimally, you can alert the customer to the problem and remediate 
it, often remotely. This enables you to help your customers 
proactively address potential security flaws – before they  
cause damage. 
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Cisco SAFE

Why a Validated Network Architecture? 

The network is undergoing tremendous change. Innovations 
such as virtualisation, cloud computing and web-based access are 
bringing about a dramatic evolution in nearly every organisation’s 
infrastructure. From a security standpoint, these innovations have 
brought with them several new and complex challenges, in the 
form of threats that attack network and service availability, exploit 
new applications and network resources, and focus on data and 
identity theft. Traditional point security solutions are largely unable 
to address these threats. Organisations need reliable and proven 
guidance on how they can best secure these new, business-critical 
services, while protecting against emerging threats. These complex 
new threats are increasingly targeted at specific networks, new 
technologies and services. Some include: 

Increasing botnet sophistication and effectiveness••
Emerging mobile phone threats••
Increasingly malicious spyware ••
Web application exploits••
Supply chain attacks infecting consumer devices••
Increasingly rigid regulatory and compliance requirements. ••

Cisco SAFE Validated Security Architectures 

Cisco® SAFE is a security reference architecture that is part of the 
Cisco Validated Design programme. SAFE provides prescriptive 
design guides, based on best practices, that address the planning, 
design and deployment of security solutions. SAFE’s modular 
design addresses the unique requirements of different places in 
the network, such as campuses, the Internet edge, branches and 
Data Centres. Cisco SAFE’s defense-in-depth architectural blueprints 
provide best practices to help secure critical data and transactions 
across the network. Organisations can strategically position 
Cisco products and capabilities across the network, and can take 
advantage of the collaborative nature between security and network 
platforms. Cisco SAFE designs focus on supporting critical business 
and network services by helping organisations develop and enhance 
network visibility and control. 
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Visibility

Identify and classify users, services, traffic and endpoints ••
Monitor performance, behaviors, usage patterns, events and ••
policy compliance 
Collect, analyse and correlate system-wide events.••

Control

Harden endpoints, services, servers, applications and ••
infrastructure 
Isolate users, systems and services when containment is needed ••
Enforce access controls and security policies and mitigate  ••
security events. 

 

The result is a validated security strategy, that helps secure the 
interactions and transactions between and among places in the 
network, to create a highly secure network environment. 

www.cisco.com/go/safe

Benefits

The Cisco SAFE architecture can provide guidance on all aspects 
of a secure network, so that organisations can create a thoughtful 
security deployment strategy, based on available budget and  
critical need.

WAN
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Data Center
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Step-by-step network security design and implementation ••
guidance shortens deployment 
Solutions-based approach focuses on risk management rather ••
than product placement 
Layered security design helps prevent a network from being ••
overwhelmed by a large or unexpected attack 
Threat visibility and coordinated response reduces exposure and ••
IT overhead 
Integrated security and network architecture helps ensure ••
business-critical services availability 
Modular design enables a gradual improvement in security, based ••
on organisational priority 
Fully tested and validated designs••
These best practices and functions can help organisations meet ••
their compliance requirements. 

Cisco Security Lifecycle Services

SAFE services delivered are based on a lifecycle approach and cover 
the entire lifecycle process:

Strategy and assessment:••  Cisco offers a comprehensive set 
of assessment services to help organisations understand their 
current security state and plan for the strategic deployment of 
SAFE security principles.
Deployment and migration:••  Cisco offers deployment services 
to support companies in planning, designing and implementing 
Cisco SAFE validated designs.
Remote management:••  Cisco Remote Management Services 
offers engineers and tools to proactively monitor the SAFE 
security infrastructures and provide incident, problem, change, 
configuration and reporting services 24 hours a day, 365 days  
a year.
Security intelligence:••  Cisco Security Intelligence Operations 
Services provide early warning intelligence, analysis and proven 
mitigation techniques, to help security professionals respond to 
the latest threats.
Security optimisation:••  The Cisco Security Optimisation Service 
is an integrated service offering designed to assess, develop and 
optimise a company’s security infrastructure through quarterly 
site visits and continual analysis and tuning.
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Learning
Solutions

Comstor Training can help identify the easiest route to maximising 
you or your clients’ profitability, by advising how to gain and 
maintain the most suitable Cisco Certification and Specialisations 
– as well as by keeping you aware of the many promotions such as 
Challenge and Reward, VIP, OIP and PDF.

As an authorised Cisco Learning Solutions Provider (CLSP), we 
can help your organisation fast track to Premier, Silver and Gold 
Partner Certifications, by working with you on building a customised 
training plan to help you achieve the Technology Specialisations 
shown in the diagram below such as:

Security••
Data Centre••
Unified Communications ••
Wireless••
Routing and Switching.••

This process will identify individual training plans, comprising 
courses and exams that support the goals of your organisation, and 
will include dates, locations and costs. This will help you to build 
an ROI case based upon the rewards gained, versus the time and 
money invested – allowing you to plan and prioritise your activities 
to succeed in the Cisco market. 

Building Capability
Comstor Training can help design training plans for both sales and 
technical personnel, which build capability within your business to 
sell and support Cisco Advanced Technologies into your customers 
– as well as by serving your business goals to maximise profitability 
though effective Certification and Specialisation management. 
Examples of these are shown below, with further details available on 
our website, OneTrain. (http://eu.onetrain.comstor.com)

Cisco Training from Comstor 08
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Cisco Advanced Technologies Sales Roadmap:  
E.g. Cisco Security Sales Specialist
www.cisco.com/web/learning/le3/le2/le41/le85/le54/learning_
certification_type_home_extra_level.html

Designed exclusively for Channel Partners, the Cisco Security Sales 
Specialist demonstrates fundamental understanding of the Cisco 
Self Defending Network (SDN) Strategy. He or she possesses the 
skills and knowledge necessary to assess customer needs and to 
effectively describe and sell components of the Cisco SDN to protect 
customer assets, increase productivity and reduce costs.

08
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The building block of this Sales Specialist role is the Cisco Sales 
Expert certification and once this certification has been achieved the 
Advanced Security for Account Managers (ASAM) course can be 
viewed free online via the Partner Education Connection web site. 
This eLearning course prepares you for the ASAM 646-563 exam. 
Once you have passed this then you are a Cisco Security  
Sales Specialist.

Partner Education Connection
www.cisco.com/web/learning/le36/learning_partner_e-
learning_connection_tool_launch.html

ASAM
http://cisco.partnerelearning.com/pec/Direct.
asp?URL=20211128536135.1115

ASAM 646-563
www.cisco.com/web/learning/le3/current_exams/646-563.html

Cisco Advanced Technologies Technical Roadmap 

Please contact Comstor Training to help you construct a personal 
training plan around your needs. 

Certification Examples

CCNA Security••
CCSP••

Cisco Qualified Specialist Role Examples

Cisco ASA Specialist 	••
Cisco IPS Specialist 	••
Cisco Network Admission Control Specialist 	••
Cisco Security Solutions and Design Specialist. ••

Cisco Training from Comstor 08
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Closed Course and Onsite Courses 

Comstor Training can offer onsite courses for groups of 6 or more 
Partner or end user personnel.

Comstor Training Pass 

The Comstor Training Pass is the simplest way of purchasing  
multiple days of Cisco Technical training at the most competitive 
rates. It protects budgets and provides a hassle-free solution for 
delegates who need to book onto courses. For larger customer 
opportunities, Partners can resell a Comstor Training Pass – which is 
transferable between personnel of that same customer. Discounts of 
up to 50% are achievable using the Comstor Training Pass. 

Cisco Remote Labs 

Comstor offers Cisco Remote Lab Services, through a generic 
branded portal – www.livelabs.co.uk Currently, livelabs offers 
CCNA and CCNP labs, which will soon be extended to include CCIP, 
CCSP and CCVP courses. 

Cirencester Courses 
Delegates attending courses at Cirencester enjoy these benefits:

Extra Lab access:••  Access to labs in the evening at no extra 
charge and at weekends for a nominal charge – using exactly the 
same interface as in the classroom. Delegates can also re-book 
lab time later on, when practicing for exams.
Real world local lab environment:••  Delegates get a tour of 
the lab facility on campus and can get supervised access of our 
real world lab environment for troubleshooting. This is unique to 
Comstor and reflects the environments that delegates work in – 
most other labs are overseas and cannot be accessed.
Pearson VUE Testing Centre:••  Delegates often book an exam on 
the Friday afternoon following a course.
Lower Trainer to Delegate Ratios:••  Average ratios are 8:1, 
compared with 16:1 of other providers. This means more trainer 
time per delegate and higher customer satisfaction.
High Customer Satisfaction: •• Average CSAT scores exceed 86%

08 Cisco Training from Comstor
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Great Hospitality:••  Delegates rate and score our hospitality. 
highly – and enjoy “home cooked style” food prepared and 
cooked on the premises.
Low Hotel Costs:••  Local BandB’s start at £50 per night and three 
star hotels from £69 per night.
FOC Extras:••  ICND/CCNA delegates receive FOC mock exam 
software, to help them practice before they take the actual 
Pearson VUE exam.

Onsite Pearson VUE Testing 

Comstor Training is uniquely positioned as the only mobile Pearson 
VUE test facility which improves pass rates. This can be taken 
advantage of when there are six or more people to be tested for, for 
example, CCNA and CSE. It is especially useful after onsite courses, 
where the delegates can be tested on the last day of the course. 
This service reduces the time spent by multiple delegates going to 
various testing centres. In an example of an onsite CSE with 12 
delegates, this service can save up to 12 person days of selling. 
It can also be offered as another value-add to Partner customers, 
when sold alongside onsite courses. 
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What We Can Do For You 
Expand your services, increase your reach and improve your revenues 
with Comstor’s Technical and Professional Services. Comstor’s 
continuing commitment is to help you increase sales with maximum 
profit margin – at minimum overhead cost. 

Comstor Professional Services are responsible for additional solution 
provider services – including design installation, consultation, 
network health checks, network audits and project management. If 
you lack the qualifications or experience for a specific project, task 
or engagement, our team can provide them.

The Comstor Professional Services Team – whose engineering 
accreditations range from CCNA, CCNP, CCSP, and CCVP to CCIE 
– is dedicated to the provision of quality services for solution 
providers. The main focus is on Cisco IP Telephony, Voice over IP 
(VoIP), Cisco Security and Wireless. We also offer general installation 
services for Cisco’s core routing and switching technologies. 

In short, we provide you with the ability 
to service the needs of your customers, 
without the need for you to be fully 
certified or even have your own technical 
resource. We provide a competitive edge 
with no overhead to your business. We 
offer services through you, as a solution 
provider, and will work closely with you  
to nurture and build your relationships 
with customers.

“We provide you 
with the ability to 
service the needs 

of your customers, 
without the need 
for you to be fully 

certified.”

Professional Services from Comstor 09
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Cost
Utilising Comstor PS engineers for services such as implementation, 
audits, fault finding etc, typically costs only £695 to £850 per day, 
depending on the qualified skill set required for the work – for 
example, a basic CM express implementation would use a CCVP, 
with a cost of £695 per day. 

We also provide engineering personnel to participate in consultancy 
meetings – a typical cost for this service is £500.

Please note: all the above charges may 
be subject to additional costs, relating to 
traveling and accommodation expenses.

Professional Services from Comstor09




