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Healthcare Industry Update WestconGroup

HIPAA Oversight to Change Hands

A big announcement from HHS this summer was the decision by HHS Secretary
Sebelius to transfer HIPAA Privacy and Security oversight to the HHS Office
of Civil Rights (OCR). Since the early days of the HIPAA regulations, HIPAA
Security regulations and enforcement have been the responsibility of the
Centers for Medicare and Medicaid Services.

As out | I ne drederal R&yigter,.censobdation of the responsibilities
Into OCR streamlines the enforcement and administrative requirements of
personal health information. CMS will retain responsibility for administrative
handling of healthcare consumer complaints related to Transactions and
Code Sets and Unique Provider Identifiers.



http://www.hhs.gov/ocr/privacy/srdelegationofauthority2009.pdf

The HITECH Act of 2009 WestconGroup

As the national dialogue on healthcare reform continues, health IT and health
iInformation exchange (HIE) have emerged as critical means to ensuring a
healthcare system that is affordable, effective, safe and transparent. A new
report from the State Alliance for e-Health, Preparing to Implement HiTech: A
State Guide for Electronic Health Information Exchange, aims to help states
lead the way in using health IT and HIE.

The HITECH Act, enacted as part of the American Recovery and
Reinvestment Act of 2009, expands the role of states in fostering health
information exchange and adoption of electronic health records over the next
five years. The Act set a goal of 2014 to increase dramatically the number of
healthcare providers who have, and effectively use EHRs and HIE.

The report recommends actions states should begin undertaking now to

successfully implement the HITECH Act, including:
Preparing or updating the state plan for HIE adoption;

Engaging stakeholders;

Establishing a state leadership office to manage the implementation;
Preparing state agencies to participate;

Implementing privacy strategies and reforms;

Determining the HIE business model;

Creating a communications strategy;

Establishing opportunities for health IT training and education.
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http://www.nga.org/Files/pdf/0908EHEALTHHITECH.PDF
http://www.nga.org/Files/pdf/0908EHEALTHHITECH.PDF

Grants for State-Level HIE Efforts WestconGroup

The legislation provides for grants to states to promote HIE. The grants may
be awarded directly to states or to their qualified designated entities. Funding
will be provided for both state planning and state implementation grants. To
receive an implementation grant, a state must have a state plan approved by
the Department of Health and Human Services (HHS). Specific guidance for
state plan requirements and for the grant programs has not yet been

released, but the law specifies that the grants would cover state actions that:
A Increase participation in the use and exchange of electronic health information;
A Provide assistance, and remove barriers, to support exchange that improves quality;
A Support initiatives and infrastructure for intra- and interstate exchange; and
A Provide resources for underserved communities to support EHR adoption and exchange.

Under a separate program, the legislation also allows HHS to establish a
loan program for certified EHR technology purchase and implementation
costs. The intent of this competitive program is to provide selected states or
other grantees with funds to make guaranteed loans available to providers
for the purchase and implementation expenses associated with adopting
certified EHRs. Because training and workflow analysis and design are
known to be critical to successful adoption, the loans could also cover some
of the indirect costs, including staff training and maintenance.

Details on both of the grant programs are forthcoming. There is no deadline
for the release of the grants, but if the loan program is implemented, it cannot
begin until 2010.



Medicare and Medicaid Incentive Program WestconGroup

HIPAA Oversight to Change Hands

The HITECH Act provides incentive payments under Medicare or Medicaid for
eligible providers who have adopted certified EHR systems and who meet
statutory requirements for nAmeaningfu
l ncentive payments, a certain percent
must be enrolled in Medicaid.

The threshold in this area is generally 30 percent of patients for physicians (20
percent for pediatricians) and 10 per
HER system, as defined in the law, includes three key components:

A The EHR system must be certified and include e-prescribing capabilities.
A The technology must provide for EHR exchange with other systems (interoperability).
A The system must produce reports using various yet-to-be-defined clinical and quality metrics.

Medi care wi |l also establish a definit.i
enhanced payment incentives could become under Medicare as early as
October 1, 2010, for hospitals and other providers starting January 1, 2011.
Medicaid payments could begin sooner.



Standards Adoption, Certification, & Other Federal Actions WestconGroup

HHS must adopt standards for health IT systems by the end of 2009. The
legislation calls on HHS to form a Health IT Policy Committee and a Health
IT Standards Committee to generate recommendations for certification
criteria and technology standards for EHRs and other relevant systems and
software. The policy committee will make recommendations to the national
coordinator for health IT. All technology implemented through the programs
named above must conform to these standards.

The HITECH Act codifies the existence of the ONC and gives it responsibility
for moving toward a nationwide system of information exchange. Several
pathways are outlined, and the office is required to submit a plan for
achieving the requirements of the act. The act calls for the appointment a
new chief privacy officer within ONC and *makes several changes to the
Health Insurance Portability and Accountability Act (HIPAA), including
extending HIPAA requirements to business associates and authorizing
state attorneys general enforce HIPAA provisions.

*These provisions went into effect September 23, 2009. All HIPAA
regulations affecting healthcare providers are now extended to all peripheral
businesses relating to healthcare, and carry equal legal penalties for non-
compliance.



HITECH Breach Notification Interim Final Rule
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Who Is Affected by Current HIPAA Regulations? WestconGroup

A Providers

Hospital s, medi cal groups, physicians?o
teaching universities as well as others ; -

A Health Plans
Processing of health information

Ve

A Other Entities

A Plans that provide for or pay for medical care
A Employers that self-insure

L

Ve

A Clearinghouses
A Public or private organizations that process or facilitate health care services
A Employers that want to utilize medical information for data mining
A Pharmaceutical companies conducting clinical research

A Departments within an affected Organization can include:

Marketing Legal/Compliance Risk Management

Enroliment Internal Audits Reimbursement

Claims Processing Human Resources Research

Utilization Management Security Information Technology
Quality Management  Facilities Management Underwriting

Provider Contracting  Accounting/Finance Customer Service

Contract Compliance Record Keeping



Extending HIPAA to Business Associates WestconGroup

Some of the many types of Business partners now liable under HIPAA,
effective September 23, 2009

Carrier

) Lab Provider Employer
I Iw! Office \ I /

Hospital

Al

Members*

Electronic
Pharmacy Connectivity
' / Credit Card
o Company
Specialist
. m Consultant
Medical ”l— ‘Q’b
Library «  Government _
Pharmaceutical New Th'r.d .Party
Players Administrator

Company



Regional Extension Centers and the TOP Program  WestconGroup

HITECH also provides federal funding for Regional Extension Centers, to offer health care
providers technical assistance and best practices in implementing and using health IT. The
act also provides direct funding to community health centers for infrastructure improvements,
including health IT. Although states may not directly manage these efforts, they must be aware
of them and determine ways to incorporate and coordinate initiatives.

Finally, the American Recovery and Reinvestment Act (ARRA) provides significant federal funding for
broadband infrastructure and deployment. A total of $7.2 billion is provided for activities such as
infrastructure, mapping of broadband availability, training, and education to spur broadband use in

rural, unserved, and underserved communities. Of that amount, $2.5 billion will flow through the

Rural Utilities Services Distance Learning, Telemedicine, and Broadband Program (RUS) of the U.S.
Department of Agriculture, and $4.7 billion will flow through the *U.S. Department of Commerce, National
Telecommunications and Information Administration (NTIA) Broadband Technology Opportunities
Program (TOP). Broadband mapping support ($350 million) is available to the states through the NTIA
funding. States are eligible to apply for some of the competitive grants as well.

It is important for states to consider how broadband availability would affect health information
exchange and what type of broadband projects might help increase HIE coverage. HIE cannot become
a reality without broadband access, and the grants could provide valuable transmission capabilities.
Educating those in the broadband sector about the sea change that is sought in health care is vital,
linking telehealth, broadband, and HIE investments is strategic for states with rural or frontier areas
and unserved or underserved populations.

*This is great news for Westcon partners who have been learning how to apply for TOP Grant funding since 1997!
If you would like further information on TOP, visit our website at http://publicsector.westcon.com.



http://publicsector.westcon.com/

s Healthcare IT ready to move? WestconGroup

Is Incentive of Increased Medicare Payments Sufficient for
Organizations To Begin Making Investments?

Mo 25%
Yes 5806
Don't know 18%

More than half of respondents believe that a combination of increased Medicare

payments for providers that demonstrate meaningful use, combined with the threat of

reduced Medicare Mar ket Basket Adjustments for providers w
requirements will be sufficient for professionals and hospitals to begin to make

investments in EHR technology.

HIMSS ARRA: Impact on

VANTAGE Point Healthcare Spending




WestconGroup

Using Public Sector
Web Resources
for Finding Leads




As Predicted, Money Is Flowing Slowly to HCR

¥ Adobe Reader - [Onvia_Recovery_Projects_Report_2009_august.pdf]
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