PREVENTING WANNACRY
RANSOMWARE AND ZERO DAY ATTACKS

The WannaCry Attack
As ransomware attacks continue to rise both in frequency and intensity, their impact on
business grows exponentially. WannaCry, the latest global outbreak, is particularly
devastating due to its ability to spread, infect and paralyze thousands of computers
beyond the initial infection point. It encrypts the data and locks out the owner
demanding a minimum of $300 in bitcoin. In order to rapidly spread across networks
WannaCry utilizes a Windows OS vulnerability that was recently exposed as part of the
leaked NSA hacker tools.
WannaCry implements several advanced malware techniques. For example, it attempts
to evade sandbox detection by resolving a non-existing DNS address. It also utilizes and
encrypts its command and control communications using TOR. Some samples we have
seen use an Excel-like icon, pretending to be a harmless Excel file.
WannaCry may penetrate via web or mail, or even directly through a computer with an
SMB connection open to the internet. Once the initial penetration was successful it
spreads laterally using vulnerabilities in unpatched Windows SMB.

Protecting with SandBlast
SandBlast advanced technologies prevented the recent WannaCry ransomware attack,
even when it was still a new and completely unknown threat. SandBlast technologies
are designed to be future-proof, capable of mitigating and preventing virtually all forms
of ransomware and other malware – known and unknown, current and future.
Threat Emulation and Threat Extraction have been preventing WannaCry from the
moment the attack campaign began. By offering evasion-resistant defense, these
technologies block the initial entry over the network via mail or web, as well as
protecting the endpoint from introduction of malicious files.
SandBlast Agent provides an additional defense layer directly on the endpoint. The AntiRansomware technology, which is part of SandBlast Agent, has prevented all WannaCry

infections that reached customer endpoints and all the samples we tested in our labs,
and ensured no files were lost to encryption.

How SandBlast Prevents WannaCry
Anti-Ransomware
Check Point’s Anti-Ransomware provides ransomware defense directly on the endpoint
– as part of SandBlast Agent.
Anti-Ransomware prevents WannaCry by using a purpose-built behavioral analysis
engine capable of detecting and remediating ransomware infections on endpoints.
WannaCry was prevented by Anti-Ransomware even when it was a completely new and
unknown threat. SandBlast Agent’s behavioral analysis picks up several of the
ransomware’s actions including shadow copy deletion and attempts to systematically
encrypt files, quickly categorizing it as malicious.
WannaCry infections are automatically and fully quarantined based on SandBlast
Agent’s forensic analysis. Files that were encrypted are automatically restores to their
original state prior to the attack containment.

Anti-Ransomware analysis of WannaCry

Threat Emulation
The Threat Emulation sandbox technology can be applied to both network and
endpoints. It prevents entry of WannaCry via incoming mail, web browsing, web
downloads and any file copied to the endpoint (e.g. from external storage).
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Threat Emulation identifies and prevents all known WannaCry variants and has done so
from the moment the attack started.
Threat Emulation’s evasion-resistant technology has proven its ability to overcome
WannaCry’s various sandbox evasion techniques.

Threat Emulation report of WannaCry

Threat Extraction
A common delivery mechanism for Ransomware is through documents with macros, or
by exploiting the document reader application. Threat Extraction provides proactive
protection by delivering sanitized files to users. It ensures users are not exposed to
threats such as WannaCry, which may be hidden within the original document, while
still maintaining the integrity of the visual content in the document.
Threat Extraction can be applied to incoming mail and to web downloads.

Consuming the SandBlast Protections
SandBlast protections are available across all IT assets, including networks, endpoints,
cloud and mobile. Protecting against WannaCry and other unknown threats requires
protection in layers, addressing both the potential entry points and the potential
infection points.

SandBlast Network Protection
Check Point NGTX gateways provide a wide array of advanced SandBlast zero day
protections to email, web browsing and server farms.
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Protection technologies include Threat Emulation, Threat Extraction, IPS, Anti-Virus and
Anti-Bot.
Implementing SandBlast Network protection is highly effective in preventing WannaCry
initial infection and subsequent lateral movement. It also prevents numerous other
advanced threats using over 30 innovative engines that offer the broadest available
coverage against the modern threats landscape.

SandBlast Agent Endpoint Protection
SandBlast Agent provides comprehensive advanced protection to endpoints.
Protection technologies include Anti-Ransomware, Threat Emulation, Threat Extraction,
Anti-Bot, Zero-Phishing and Forensics.
SandBlast Agent can be deployed alongside an existing 3rd party endpoint suite, or as a
comprehensive solution with the Endpoint Complete suite.
Implementing SandBlast Agent on endpoints is highly effective in preventing WannaCry
infection. It also prevents numerous other advanced threats and provides advanced
forensic analysis for automated incident containment and speedy response.

THE ULTIMATE PROTECTION FROM MODERN CYBER THREATS
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